Tweeting and Liking Your Way to Brand Protection:
The Practical (And Somewhat Tech Savvy) Guide to
Protecting Your Brand Online
By Natalie Sulimani and John S. Morales
According to the definition by the American Marketing Association, the legal term for brand is a trademark.1
While that may be true, and brand may not be possible
without a trademark, a brand should be viewed as more
than that. Saying that a brand is a trademark seems too
passive, as if merely registering a mark, or marks, is
enough to maintain one's brand. On the contrary, the
owner of a brand has to be very active in building and
policing that brand in order to build up goodwill in that
brand and its marks, increase value in the market and
avoid losing those marks and/or market share in the marketplace.2 In this article, we will explore the steps brand
owners need to take in order to build and protect their
brand online with the advent of social media.
First, it is important to understand the difference between social media and social networking. There is a real
distinction even though they are often used interchangeably. Social media is a way to share information with a
wide audience through social networking. The brand
owner can directly engage with people who have things
in common. This is an outward act of communication.
Social networking, on the other hand, is a two way communication between, in this case, a brand owner and the
public. While it is harder to gauge the return on investment with social media, with social networking it is easier
because it is possible to see the traffic on a site as well as
how many more "likes" or "followers" from specific campaigns. There are other differences, but the main theme
here is dissemination with social media versus engaging
the public through social networking.3 It is important in
managing and promoting a brand online to keep these
distinctions in mind while taking advantage and integrating both aspects into brand strategy.
Branding is becoming a critical part of marketing,
especially in the online world. The very definition of a
trademark is the association of a mark with the goods
or services. The mark has to elicit specific images and
information to consumers. Just like the distinctive red and
white style on the can of Coca-Cola evokes in the mind
the fizzy sweetness on the palette, consumers should associate the look, feel or even taste of a service or product
when they see the mark. And it should be the look and
feeling that the brandholder wants them to associate with
the product. After all, an important aspect of trademarks,
which has been recognized by the courts as well, is to cut
down on consumer search costs, making it easier for the
public to find the product.4 The benefit to the mark owner
is that more people will seek out the product that they

know and will buy it more often than other products that
have not built up the same goodwill in the consumer's
mind. This goodwill in a mark means goodwill in the
brand, so that the same red and white stripe associated
with Coca-Cola will also be able to more effectively sell
beach towels bearing this mark. That is the power of
branding and the reason why it is important to pay close
attention to how the marks are being used and discussed
online.
The first step to brand protection is to own the intellectual property. While the laws of the Internet are slow
to progress, protection of intellectual property is the best
offensive to protecting the brand online. While one way
to do that is to register the trademarks, such as name,
logo or slogan, another great protection is copyright
registration. Whether it is to register articles, blog posts,
designs or even the website, copyright protection is part
of protecting the brand offering and another line of attack
against infringers.
Why is brand protection so important? It is easy to
get lost in the massive amounts of information online,
but at the same time, it can also be easy to differentiate
from the rest through effective branding. Social media
and social networking are especially suited to developing
and maintaining the brand. Done the right way, connect
to consumers, build a following and then remain relevant
as the market changes. Doing so will help create customer loyalty and make it easier to sell existing and new
products and services. At the same time, it can control
any likelihood of confusion in the marketplace with other
products, avoid dilution and more importantly genericide, and even control the cost of marketing. Branding
online can also make it easier to quantify the return on
investment. Social media allows one to monitor online
campaigns. By using certain tools one can see what is and
is not working in the online marketing strategy and make
changes accordingly.
On the other hand, the effects of not monitoring the
brand or letting someone else dictate how the brand is
portrayed online can be devastating to the company. In
such tight economic times, it is unnecessary to point out
how every marketing dollar counts. The effects of brand
abuse will bring a decline in revenue and more marketing
dollars to offset the damage. It is important to remember
that a brand can suffer from a death by a thousand cuts as
easily as big scandal. For instance, if a competitor decided
to use the mark in a pay-per-click campaign, without
proper vigilance, it could easily divert consumers to its
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products. To offset that kind of damage, one would have
to pay more for one's own PPC campaign or more money
for the web developer and search engine optimization
(SEO). Moreover, allowing competitors or even consumers to use the mark generically, or in ways that are not
unique to the brand, can risk the mark getting cancelled
in the Trademark Office for becoming generic.5 Next time
you have a headache and turn to your trusty aspirin,
take a moment and consider that aspirin was once a
trademark.6 The other effect of brand abuse can even be
a harm to reputation and loss of goodwill. If someone
should write a less than glowing review of the services
on Yelp and you were not paying attention and did not
respond in any way, the bottom line will reflect it. Mind
you, the remedies are not always legal, but may have
more to do with good old-fashioned business sense.7
Well, that and a good web person. Given the terms and
conditions of most of the review sites, a bad review is
one thing, but when falling victim to a fake review by a
competitor, sometimes the only thing to be done is bury
it, bury it, and yes, bury it, i.e. make sure that the glowing reviews far outweigh the bad.
Here are some specific examples of brand abuse and
what can be done about it:
Keyword or Pay-Per-Click Abuse. Websites cannot
exist in a vacuum; you cannot get the message out there
if there is no one listening. One measure of a website's
success is the amount of traffic. Just like a brick and
mortar store, there are several ways to drive consumers
to the online store. There is direct traffic (they specifically typed in the URL), foot traffic (they were searching
around the web for the product or service and found the
site), advertising that directs people to the store (online
ads with links to the website) and referrals (someone
followed the link that was posted on another site). More
than any other method, the Internet is uniquely situated
to take advantage of cross promotion and linking. While
direct traffic is nice, most of the time, people do a search,
or "Google," and then find the website. Even there, there
are two options, a "sponsored" ad or organic search.
An organic search relies on really good search engine
optimization (SEO). A good organic search depends on
proper keywords, descriptions, tagging and things of
that nature. Note, Google, as well as the other search
engines, no longer pays attention to metatags so we can
move on from there. Keywords, however, are a different
story. They are, in a word, key. While most people will
use their mark and a description of services as keywords, some people will use their competitor's mark as a
keyword either with the SEO or by buying the keyword.
Pay-per-click (PPC) advertisements are the sponsored
ads you see at the right or top of the search page. Companies pay for keywords and Google has made it quite clear
that it will sell registered trademarks as keywords. Other
search engines have not engaged in this practice thus far.
Google's argument is that there is no likelihood of confu-
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sion and that, technically, it is not a use in commerce. This
attorney disagrees and so should any brand holder. As, in
fact, the Second Circuit did, at least on the issue of "use in
commerce."8 Essentially, competitors are taking a free ride
on the goodwill and marketing dollars to divert legitimate traffic from one site to theirs.9 After all, didn't they
search for your trademark? Keyword and PPC abuse is
something you can monitor by having the proper analytics and alerts in place (analytics are a way to monitor who
is visiting the site and how they are getting there). Some
vendors are Google Analytics or StatCounter. Alerts are a
way to monitor any mentions of the brand. A good source
for this is Google alerts or paid monitoring companies.
Cybersquatting. While still a problem, it is no longer
the cybersquatting of yesteryear. First, as a trademark
holder, the remedies are laid out through domain name
disputes administered through the Internet Corporation
for Assigned Names and Numbers (ICANN). It is important to be the rightful owner of the trademark before
pursuing a domain name action, meaning that the mark
is federally registered or there is at least a common law
claim to the mark. Gripe sites are still around, but for the
most part, that's protected as nominative fair use under
the Lanham Act or as free speech under the First Amendment.10 The real threats now are the emails coming from
abroad threatening to register sites overseas lest you pay
them for those sites. Still, domain name disputes are cost
effective and fairly straightforward under the Uniform
Domain-Name Dispute Resolution policy. As long as the
brand holder has a registered trademark and the cybersquatter has no legitimate use besides holding the site
hostage, more often than not, the decision will be in the
brand holder's favor, even if the defendant appears in
court. Practically speaking, cybersquatters rarely show up
to defend themselves—for every domain name lost, there
is someone else down the road that would rather pay
than litigate.
Defamation. This is a false statement that is harmful to someone's reputation, and published "with fault,"
meaning that one knew or should have known that it was
false. Libel is a written defamation; slander is a spoken
defamation. Defamation is determined differently by the
laws of each state, but generally, the elements to prove
defamation are:
1. A publication to one other than the person
defamed;
2. A false statement of fact (this does not include
opinions or statements of hyperbole); and
3. That it is understood as being of and concerning
the plaintiff; and tending to harm the reputation of
plaintiff.
4. If the plaintiff is a public figure, he or she must
also prove actual malice.

One cannot sue under defamation for statements of
truth. Another stumbling block with defamation is that
although you may hold the party that wrote the defaming content online liable, you cannot reach the provider
that posted the content because of the immunity provided
by Section 230 of the Communications Decency Act.11 Instead of defamation, you may find more success through
trademark and copyright law in removing damaging
information.12
False Association. This is a slippery slope on the
Internet and subject to all the fair use defenses provided
by the Lanham Act.13 A brand owner must also consider
the damage to the brand for being overly vigilant in this
area. In a situation like New Kids on the Block,1* even if the
trademark owner were to prevail against the defendant,
the result might be a lot of bad will against the mark and
possibly irreparable harm to the brand through bad PR
and "sucks" sites that are beyond the ability to control.15
Going back to the issue of SEO, linking is another
way to increase website ranking, and here is where you
need to rely on that good old-fashioned business acumen
again. The question always is, "Do I want to be associated with this website?" It is a mistake to not allow other
sites to link to your site and vice versa. After all, this is
goodwill on the Internet. By utilizing other traffic sources
to get your website seen, you can increase exposure
exponentially. But that being said, you are giving them a
license, and it is conditional. It is the nature of the Internet
that sites are bought and sold. You need to be in control
of who is linking to you and how. Should you decide
that you do not like the association, you can revoke that
license. This, again, is something that can be monitored
with good analytics.
To Cease and Desist or Not. While you are monitoring a brand online, you should look for trademark
or copyright infringement, defamation, cybersquatting,
misappropriation of name, and general harm to reputation, to name a few. This is also where business sense is a
must. While a cease and desist to the infringer is a good
idea, weigh your options. Perhaps this is someone that
can help the brand instead of hurting. If they are, consider
a license that can be mutually beneficial. If you decide
that the use is harmful, send a cease and desist. The first
touch should always be the gentlest. You cannot assume
that they are maliciously infringing, they might, in truth,
have no idea that you exist. A harsh cease and desist letter
might not only preclude an amicable outcome down the
line but may also be bad PR for the company. And rather
than protecting the brand, you may damage it. Remember the saying about flies and honey. A quick glance at
chillingeffects.org reveals that a cease and desist letter has
become something of a rite of passage on the Internet. But
although they may be commonplace, well-considered letters can still go a long way.

of the site where you feel the brand is being harmed or
misrepresented. It is easier to work within the provider's
guidelines. For social networking sites, trademark and
copyright infringement should be pursued first and foremost, as most often these are the clearest claims to make.
Given the take down procedures that website holders
have to abide by, all you need to prove is that the intellectual property is being infringed upon. However, there
are several caveats. First, you must list the works that are
being infringed, specifically giving the information on
the work as well as the information and link to the work
on the website.16 Second, the complaint must be in good
faith, which includes considering any fair use defenses
before filing the complaint.17 Once those options are
exhausted to no avail, look further into what other actions
you can take. Sometimes a more cost-effective approach is
more PR and SEO than legal.
Whether you are watching or not, brands exist on
the internet and in social media. It is better to join in on
the conversation, build goodwill and make sure that the
message is the message that is getting out there. Given the
tools available, it is getting easier to keep vigilant watch
and monitor a brand, for better or for worse. Tweet and
Like away, comfortably knowing that you are the first
step in brand management.
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suggests comparative advertising. Therefore, a decision against
Google might preclude the desired outcome against Best Buy. The
bottom line then is that courts have ruled that selling keywords is
a trademark use and comes under the Lanham Act, but we still do
not know if this is an infringing use.
See, Brookfield Communications, Inc. v. West Coast Entertainment
Corp., 174 F.3d 1036 (9th Cir. 1999) (where the appellate court

NYSBA Inside \ Fall 2010 I Vol. 28

No. 2

construed a narrow interpretation of the use of metatags and
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which the service provider has the right and ability
to control such activity; and
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to push the courts to define what this means exactly, see, Viacom
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Lanham Act § 33(b)(4).
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New Kids on the Block v. News America Publishing, Inc., 971
F.2d 302 (9th Cir. 1992) (fan site was allowed to use the plaintiff's
trademark under a nominative fair use defense because there was
no other way to refer to it).
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See discussion, supra, at note 11.
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See, 17 U.S.C. § 512(c)(l)(C) and Viacom International, Inc. v.
YouTube, Inc., _ F. Supp. 2d _, 2010 WL 2532404 (S.D.N.Y., Jun. 23,
2010), see discussion, supra, at note 13.

17.

See, 17 U.S.C. §512(f):

(1) that material or activity is infringing, or
(2) that material or activity was removed or disabled by mistake
or misidentification, shall be liable for any damages, including
costs and attorneys' fees, incurred by the alleged infringer, by any
copyright owner or copyright owner's authorized licensee, or by a
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